Abstract
Introduction
Advances in wireless communication and microelectro-mechanical systems (MEMS) [1] [2] [3] allow the establishment of a large scale, low power, multifunctional, and (ideally) low cost network. Wireless sensor networks (WSNs) are finding applications in many areas, such as medical monitoring, emergency response, security, industrial automation, environment and agriculture, seismic detection, infrastructure protection and optimization, automotive and aeronautic applications, building automation, and military applications [1, 4, 5] . Wireless sensor networks can be effectively used in healthcare to enhance the quality of life provided for the patients and also the quality of healthcare services [6] . For example, patients equipped with a wireless body area network (WBAN) need not be physically present at the physician for their diagnostic. A body sensor network proves to be adequate for emergency cases, where it autonomously sends data about patient health so that physician can prepare for the treatment immediately [7] [8] [9] [10] [11] [12] .
The biosensor based approach to medical care makes it more efficient by decreasing the response time, and reducing the heterogeneousness of the application. These sensors are implanted in the human body that forms a wireless network between themselves and some entities which are external to the human body. A wired network requires laying wires within the human body, which is not desirable therefore wireless network is the most suitable option. Such a network can be used for a variety of applications. These include both data aggregation and data dissemination applications. Biosensors may be used for monitoring the physiological parameters like blood pressure, glucose levels and collecting the data for further analysis [13] . Wearable health monitoring systems allow an individual to closely monitor changes in her or his vital signs and provide feedback to help maintain an optimal health status. If integrated into a telemedical system, these systems can even alert medical personnel when life-threatening changes occur. During the last few years there has been a significant increase in the number of various wearable health monitoring devices, ranging from simple pulse monitors, activity monitors, and portable Holter monitors, to sophisticated and expensive implantable sensors [14] .
The rest of the paper is divided into 4 sections. In Section 2, we present some issues and challenges in WBANs. In section 3, we discuss our proposed system model. Section 4 describes BAN applications to healthcare promotion. And finally we conclude our paper in section 5.
Challenges in a WBAN
For quality life healthcare is always a big concern for an individual. The growing population of developed countries presents a raising slice of government's budget, and presents new challenges to healthcare systems, particularly with elderly people Medical Applications of Wireless Body Area Networks Pervez Khan, Md.Asdaque Hussain, Kyung Sup Kwak living on independent senior housing [15] . Generally, health monitoring is performed on a periodic check basis, where the patient must remember its symptoms; the doctor performs some tests and plans a diagnostic, then monitors patient progress along the treatment. Healthcare applications of wireless sensor networks allow in-home assistance, smart nursing homes, clinical trial and research augmentation [16] . Before describing medical applications of WBANs, the following section focuses on several challenges and general aspects that describe this kind of technology. Challenges in healthcare application includes: low power, limited computation, security and interference, material constraints, robustness, continuous operation, and regulatory requirements [17] .
power challenge
As most wireless networks based devices are battery operated therefore, power challenge is present in almost every area of application of wireless sensor networks, but limitation of a smart sensor implanted on a person still poses even further challenge. In a full active mode a node can't operate more than a month because a typical alkaline battery provides about 50 watt-hours of energy. In practice, for many applications, they have to guarantee that the device will work for a year or two without any replacement. This could include devices such as heart pacemakers. To deal with these power issues the developers have to design better scheduling algorithms and power management schemes [18] .
Computation
Due to both limited power as well as memory, computation should also be limited. The biosensors cannot perform large bit computations due to lack of enough memory. Unlike conventional wireless sensor network nodes, biosensors do not have much that computational power. Since communication is vital and memory is low, little power remains for computation. A solution is that some sensors may have varying capabilities that communicate with each other and send out one collaborative data message [17] .
Security and Interference
One of the very important issues that could be consider, especially for medical systems is Security and interference. Physiological data collected by the sensor network is the health information, which is of personal nature. It is critical and in the interest of the individual, to keep this information from being accessed by unauthorized entities. This is referred to as Confidentiality, which can be achieved by encrypting the data by a key during transmission. Data Authenticity is also one of the security requirements. This property is very important for the biosensor network because absence of this property may lead to situations where an illegal entity disguise as a legal one and reports false data to control node or gives wrong instructions to the other biosensors possibly causing significant harm to the host [13] .
Material Constraints
Another issue for wireless sensor networks application to healthcare is Material constraints. A biosensor should be implanted within the human body, therefore the shape, size, and materials might be harmless to the body tissue. For example, a smart sensor designed to support the retina prosthesis might be small enough to fit within an eye. Also chemical reactions with body tissue and the disposal of the sensor are of extreme importance [43] .
Robustness
Whenever the sensor devices are deployed in harsh or hostile environments Robustness rates of device failure becomes high. Protocol designs must therefore have built-in mechanisms, that the failure of one node should not cause the entire network to cease operation. A possible solution is a distributed network where each sensor node operates autonomously though still cooperates when necessary. For instance, if the sensor part is not working, the communication part should be used if it benefits the network and communication is operating as expected. One way to achieve this would be that a node might be comprised of a sensing block, a communication block, a scheduling block, and a data block. This would be a good way to isolate the malfunctioning block from the rest of the components in the node, as well as reducing power consumption among the various components. In order to ensure that the proper data is being sent and received, there are few alternatives that can be used, like checksums, parity check, and cyclic redundancy check [17] .
Continuous operation
Continuous operation must be ensured along the lifecycle of a biosensor, as it is expected to operate for days, sometimes weeks without operator intervention. Hence it is important to keep the amount of communications to the minimum. It is necessary that 
Regulatory Requirements
Regulatory Requirements must always be met, there must be some testimony that these devices will not harm human body. The wireless transmission of data must not harm the surrounding tissues and the chronic functioning and power utilization of these devices must also be non-malignant. Design for safety must be a fundamental feature of biomedical sensor development, even at the earliest stages [17] . It is conceivable that some immoral researchers could perform tests and trials with devices that are dangerous to the volunteers. Therefore, it is imperative to have diligent oversight of these testing operations.
System model
This section describes our system model as shown in the Figure 1 . The biosensor network consists of a group of biosensors implanted inside the human body, external device (control node) placed on the human body and a base station (see Figure 1 ). The biosensors (between themselves) and the control node form a network. The control node is connected to an external base station. A biosensor consists of a processor, memory, transceiver, sensors/simulator and a power unit. These biosensors will perform the tasks like sensing information about the human body, processing it, and transmitting it to the control node, receiving external signals to trigger action inside the body. The control node acts as both the data aggregation and dissemination point. The data collected periodically by the control node is sent out to the base station, where it is stored for further processing. As compared to the biosensors, the control node and the base station have significantly higher transmission and processing capabilities. Biosensors have limited amount of power and cannot afford heavy computation and communication. Communication is very expensive than computation, and sensing. Beside the supplementary assumptions that the biosensors can perform multiple sensing Figure 1 : System Model functions simultaneously, we also assume the existence of a propagation model [20] that can be used in computing the transmission power based on the distance of communication and that not all sensors in the network will be able to communicate with the control node in a single hop (i.e.) they do so using a multi-hop link through other biosensors.
There are three types of wireless communication links in the biosensor health care network system. They are the communication links between the biosensors, the communication links between the biosensor and control node, and the link between control node and the base station (as shown in the fig1). Unlike a wired channel the wireless links data is accessible to anyone who cares to listen the channel, therefore all these wireless links are considered to be insecure. As a result, data exchange using any of these communication links has to be secured (with respect to authenticity, integrity, and confidentiality). As stated earlier the base station and the control node have higher computing and communication capability, hence the link can be secured by means of asymmetric cryptography [13] .
BAN Applications to Healthcare Promotion
Current healthcare applications of wireless sensor networks target heart problems [7, 21, 22] , asthma [9, 23, 24] , emergency response [25] , stress monitoring [26] . The integration of existing specialized medical technology with pervasive wireless networks will be seen in the near future [27] . Medical 
Cardiovascular diseases
Smart sensor nodes that can be installed on the patient in an unobtrusive way can prevent a large number of deaths caused by cardiovascular diseases [7, 8, 10, 11, 21, 22] . The corresponding medical staff can do treatment preparation in advance as they receive vital information regarding heart rate and irregularities of the heart while monitoring the health status of the patient.
Cancer Detection
The second leading cause of death in US with rising numbers each year and nowadays one of the biggest threats for human life is cancer [29] . A sensor with the ability to detect nitric oxide (emitted by cancer cells) can be placed in the suspect locations. These sensors have the ability to differentiate cancerous cells, between different types of cells.
Alzheimer, depression, and elderly people monitoring
According to the U.S. Bureau of the Census, the number of adults age 65 to 84 is expected to be doubled from 35 million to nearly 70 million by 2025. This trend is global, so the worldwide population over age 65 is expected to more than double from 357 million in 1990 to 761 million in 2025. In addition, a recent study found that almost one third of U.S. adults, most of whom held full-time jobs, were serving as informal caregivers mostly to an elderly parent. Wireless sensor network can help homebound and elderly people who often feel lonely and depressed by detecting any abnormal situation and alerting neighbors, family or the nearest hospital [33] .
Glucose Level Monitoring
The US national institute of health (NIH) reported 15.7 million people had the emerging disease diabetes in 1999 in the US. Diabetes can yield other complicated diseases like heart disease, stroke, high blood pressure, blindness, kidney disease, and amputations. A biosensor implanted in the patient could provide a more consistent, accurate, and less invasive method by monitoring glucose levels, transmit the results to a wireless PDA or a fixed terminal, and by injecting insulin automatically when a threshold glucose level is reached [30] .
Asthma
A wireless sensor network can help those millions of patients suffering from asthma by having sensor nodes that can sense the allergic agents in the air and report the status continuously to the physician and/or to the patient himself [23, 24] .
Preventing medical accidents
Approximately 98'000 people die every year due to medical accidents caused by human error [31] . Sensor Network can maintain a log of previous medical accidents, and can notify the occurrence of the same accident and thus can reduce many medical accidents [32] .
Epileptic Seizures Strike Early Warning
Strokes affect 700,000 people each year in the US and about 275,000 die from stroke each year [8] . Wearable sensor system has the ability to monitor home bounded people by measuring motor behavior at home for longer time and can be used to predict clinical scores.
Researchers at the University of Chicago Medical Center are developing a device called "Mobi" as given in Figure 2 , using TMSI technology that could change the lives of patients who suffer from seizures. They are trying to develop an early warning algorithm for epilepsy [45] . The portable unit "Mobi" is designed to detect abnormal brain activity that happens before a seizure. When the signs of electrical trouble are picked up the device will transmit a warning to a receiver and the patient could then take steps to set down or tell someone. But finding an algorithm that would detect for a particular patient when the seizure is about to start is still an issue. 
International Journal of Digital
Content Technology and its Applications Volume 3, Number 3, September 2009
HipGuard System
HipGuard system is developed for patients who are recovering from hip surgery. This system monitors patient's leg and hip position and rotation with embedded wireless sensors. Alarm signals can be sent to patient's Wrist Unit if hip or leg positions or rotations are false, and hence HipGuard system can provide useful real-time information for patient rehabilitation process [44] . Figure 3 shows the pants for hip patient rehabilitation. 
CodeBlue
CodeBlue being developed at Harvard University is a medical research project based on sensor networks. This project includes pre-hospital care and in-hospital emergency care, disaster response and stroke patient rehabilitation. Research from this project has potentials for resuscitative care, real-time triage decisions and long term patient observations [42] . The system integrates low power wireless wearable vital sign sensors, handheld computers and location tracking tags. It also offers services for credential establishment and handoff, location tracking, and in-network filtering and aggregation of sensor-produced data. A simple query interface allows emergency medical technicians to request data from groups of patients. CodeBlue is designed to scale across a wide range of network densities, and operates on a range of wireless devices, from resource-constrained motes to more powerful PDA and PC-class systems [34, 43] . Figure 4 shows a Mote based pulse oximeter: a Wireless Vital Sign Sensor which forms a part of hardware. 
MobiHealth
Mobihealth is a project using GPRS/UMTS wireless communication technology for transferring data, based on a European initiative to create a generic platform for home healthcare using BAN-Based sensors and wireless telephony technology [42] . MobiHealth aims to provide continuous monitoring to patients outside the hospital environment [36] . MobiHealth targets, improving the quality of life of patients by enabling new value added services in the areas of disease prevention, disease diagnosis, remote assistance, physical state monitoring and even in clinical research [43] . Therefore, a patient who requires monitoring for short or long periods of time doesn't have to stay in hospital for monitoring. With the MobiHealth BAN the patient can be free to pursue daily life activities. Figure 5 shows the typical structure of MobiHealth project. 
UbiMon
The DTI funded project, UbiMon (Ubiquitous Monitoring Environment for Wearable and Implantable Sensors) aims to provide a continuous and unobtrusive monitoring system for patient in order to capture transient events [37] . A number of biosensors were developed such as a 3-lead ECG, 2-lead ECG strip, and SpO2, as shown in Figure 6a~6c . Furthermore, a compact flash WBAN card is developed for PDAs, where sensor signals can be gathered, displayed and analyzed by the PDA, as shown in Figure 6d . 
eWatch
The eWatch is a wearable sensing, notification, and computing platform built into a wristwatch and developed for context aware computing research [38] . ewatch can be used for applications such as context aware notification, elderly monitoring and fall detection. An ewatch system can sense if the user is in trouble and then query to confirm that it is an emergency. If the user does not respond, then the ewatch can use its network abilities to call for help. The ewatch can also notify a patient when he takes certain medication. Figure 7 shows the ewatch system. 
LifeShirt
LifeShirt is a comfortable and completely noninvasive "smart garment" that gathers data during a patient's daily routine, providing the most complete remote picture of a patient's health status. It enables healthcare professionals and researchers to accurately monitor more than 30 vital life-sign functions in the real-world settings where patients live and work [19, 40] .
LifeShirt collects patient data using integrated sensors including respiratory bands (which measure pulmonary function) and an ECG (which record electrical activity of the heart). It also tracks and records posture and physical activity. Figure 8 shows smart LifeShirt. 
Vital Sign Monitoring System
Patients at a disaster scene can greatly benefit from technologies that continuously monitor their vital status and track their locations until they are admitted to the hospital. Authors of [41] have designed and developed a real-time patient monitoring system that integrates vital signs sensors, location sensors, ad-hoc networking, electronic patient records, and web portal technology to allow remote monitoring of patient status. Figure 9 shows the patient's monitoring system.
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Artificial Retina
WBANs can also assist blind people. Patients with no vision or limited vision can see at a reasonable level by using retina prosthesis chips implanted within a human eye, as shown in Figure 10 
Conclusions
This paper demonstrates the use of Wearable and implantable Wireless Body Area Networks as a key infrastructure enabling unobtrusive, constant, and ambulatory health monitoring. This new technology has potential to tender a wide range of assistance to patients, medical personnel, and society through continuous monitoring in the ambulatory environment, early detection of abnormal conditions, supervised restoration, and potential knowledge discovery through data mining of all gathered information. We have described a general system model for the biosensor network implanted inside the human body and some important issues and challenges that a WBAN can face. This paper proves that wireless sensor networks can be widely used in healthcare applications. We believe that the role of wireless sensor networks / Body sensor networks in medicine can be further enlarged and we are expecting to have a feasible and proactive prototype for wearable / implantable WBAN system, which could improve the quality of life.
